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MESSAGE FROM THE EDITOR

As of the deadline set by ICAO in Annex 9, more than  
180 States had issued Machine Readable Passports 
(MRPs) in conformity with ICAO specifications as of  
1 April 2010. According to the Implementation and 
Capacity-Building Working Group (ICBWG) of the Technical 
Advisory Group on Machine Readable Travel Documents 
(TAG/MRTD), some five States had not introduced MRPs  
by the end of 2010. The MRTD programme has been 
working closely with the ICBWG in identifying related 
assistance needs and outlining capacity-building  
support activities in this regard.

New Technology Working Group

The New Technology Working Group (NTWG) of the  
(TAG/MRTD) continued assisting the Secretariat in 
developing and maintaining the relevance of the 
specifications contained in Machine Readable  
Travel Documents (Doc 9303), developing new MRTD 
specifications and issuing related guidance material. 
Regular updates were provided through Supplements 
(Release 8, formally approved in June 2010), which  
is to serve as basis for the update of all parts  
of Document 9303. 

Following the Resolution adopted at the ICAO 37th Assembly, 
the NTWG work has expanded significantly to include 
developing specifications and guidelines for the evidence  
of identity. Another key area of work, as reconfirmed by  
the Assembly Resolution, is updating the specifications  
of e-MRPs and other MRTDs to keep them up to date in  
the light of technological advances. 

Enhanced Cooperation and Capacity-Building

The Secretariat, together with the Implementation and 
Capacity-Building Working Group (ICBWG) of the TAG/MRTD, 
provided assistance to numerous States and international 
organizations on matters related to MRTDs. The main focus 
of capacity-building efforts continued to be assistance 
projects for States unable to meet the 1 April 2010 
deadline for the introduction of ICAO-compliant MRPs. 
Additional focus was on security vulnerabilities related to 
the evidence of identity (birth certificates, national ID cards, 
etc.) required to apply for travel documents, and the 

introduction of automated migrant processing systems 
equipped with passport readers.

Ongoing close cooperation and consultations were maintained 
with other UN and non-UN bodies, including the UN Counter-
Terrorism Committee Executive Directorate (UN CTED),  
the United Nations Counter-Terrorism Implementation Task 
Force (CTITF), INTERPOL, the International Organization for 
Standardization (ISO), Airports Council International (ACI), the 
International Air Transport Association (IATA), the Organization 
of American States’ Secretariat of the Inter-American 
Committee Against Terrorism (OAS CICTE), the Organization  
for Security and Co-operation in Europe (OSCE) and the 
International Organization for Migration (IOM). 

Numerous States were assisted in 2010, ranging from 
clarifying MRTD specifications and interpreting their 
requirements, to full-scale assessments, consultations  
or training sessions. Capacity-Building activities included:

■■ Technical consultations and workshop on e-Passport 
issuance in Uzbekistan (jointly with the OSCE). 

■■ Workshop on travel document security for the South of Latin 
America in Uruguay (jointly with OAS CICTE — please also see 
the Regional Progress article in this issue on page 20). 

■■ Technical consultations with Interpol on enhancing joint 
travel document security activities. 

■■ Workshop on ‘Promoting the ICAO Public Key Directory’ (PKD) 
in Vienna for 53 OSCE States (jointly with OSCE and ICAO 
PKD Board — for more on ongoing ICAO/OSCE cooperation 
please see the Raphael Perl interview on page 26).

■■ ICAO Regional Seminar on MRTDs and Biometrics in South 
America (Montevideo, Uruguay, July 2010). 

■■ OSCE/ICAO/IOM Assessment Mission for e-Passport Issuance, 
Integrity and Identity Management (Tajikistan, July 2010).

■■ Regional Seminar on Machine Readable Travel Documents 
(MRTDs), Biometrics and Security Standards for Africa and 
the Middle East (Maputo, Mozambique, November 2010).

The MRTD programme has been expanding its capacity-
building work through the Implementation and Capacity- 
Building Working Group (ICBWG), which held 2010 meetings 
in Warsaw and Dublin. Ongoing work includes intensifying 
donor liaison, project development and seeking external 
funding for MRTD capacity-building projects. 

2010: 
A year of Noteworthy 
Accomplishments
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the importance of travel document 
security, identity management and data 
sharing as part of an enhanced 
comprehensive aviation security regime 
for the 21st century. 

In particular, the Declaration called for 
intensified and expanded use of the 
ICAO Public Key Directory and 
INTERPOL’s Stolen and Lost Travel 
Document Database, two key 
instruments in preventing and combating 
identity fraud. Also, it placed particular 
emphasis on information collection, 
analysis and timely sharing, and urges 
States to share best practices in 
consolidating travel document security 
and fraud detection. All these issues  
are directly related to MRTDs and 
identity management.

Other Priorities

The MRTD programme will continue  
with the implementation of Doc 9303 
specifications and best practices 
worldwide as a key instrument to  
enhance aviation security, as well as 
counter terrorism and trans-border crime. 
In particular, it will continue its work on 
updating and enhancing Doc 9303 
specifications or related technical reports, 
as required, in response to the emerging 
needs of States. The Programme will  
also be working on new challenges and 
technological developments, including  
the development of best practices for 
evidence of identity. Lastly it will continue 
to respond to requests for information  
and guidance from States and industry  
on various MRTD-related matters, 
providing pertinent expertise and advice 
on MRTD-related matters to the Council 
and its committees, as well as any other 
external entities. 

material and powerful new networking 
tools. The Secretariat also developed 
an on-line directory of service and 
product vendors (http://mrtd.icao.int). 
The MRTD Community web site 
provides easy reference to States 
about private sector vendors  
producing passports, other travel 
documents and related security 
materials and equipment. 

MRTD Report

The MRTD Report magazine continues  
to be published three times per year  
and, along with the MRTD symposia and 
regional seminars, serves to effectively 
promote and educate Contracting  
States on MRTD developments  
and biometric specifications.

Public Key Directory (PKD)

Since its establishment in March 2007, 
the number of participants in ICAO’s  
Public Key Directory (PKD) has increased 
to 26 Member States, with more expected 
to join. The PKD Board reached its 
maximum number of fifteen Members  
— Australia, Canada, China, France, 
Germany, India, Japan, Czech Republic,  
Korea (Republic of), New Zealand, Nigeria, 
Singapore, Switzerland, United Kingdom 
and United States.

ICAO Declaration on Aviation Security

The ICAO Declaration on Aviation Security, 
which was unanimously approved at the 
ICAO 37th Assembly, provided guidance 
for the future of the MRTD programme.  
In addition to traditional aviation  
security measures such as use of new 
technologies in passenger and cargo 
screening, the Declaration also stressed 

Additionally the ICBWG has been 
developing an MRTD ICAO-compliance 
certification mechanism, developing PR 
and information dissemination materials 
on MRTD specifications and available 
technical assistance, and developing 
specific assistance activities to States. 

Training

The MRTD programme has also 
developed a strategy to launch an MRTD 
training initiative, and specific training 
modules are now being developed within 
the framework of the ICBWG and in close 
cooperation with Frontex — the European 
Union’s border control agency. The ICAO 
Guide for Assessing Security of Handling 
and Issuance of Travel Documents has 
been completed in English and French 
and posted on the MRTD Web site.  
It can be used as a resource for ICAO 
assessments and workshops.

Sixth MRTD Symposium

The MRTD Symposium was held in 
Montreal from 1 to 4 November 2010 
and was attended by 574 participants 
from 73 Contracting States and  
10 international organizations. The 
meeting benefited from presentations  
by the Secretary General of Interpol,  
the Chairman of the Counter-Terrorism 
Implementation Task Force of the United 
Nations, the Director of Strategic 
Planning Directorate of INTERPOL, and 
other senior representatives from States 
and various international and regional 
organizations. It also served as a 
platform to confirm ICAO’s leadership  
in the development of the MRTD 
Programme as an essential tool in 
combating terrorism and trans-border 
crime, and to update the international 
community on new developments to be 
implemented by ICAO as instructed by 
the 37th Assembly.

To improve access to information, the 
MRTD web site was comprehensively 
updated, providing Member States and 
users, including TAG/MRTD working 
groups, with extended reference 
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37TH ASSEMBLY - CALL TO ACTION

nationality and assess entitlement of the passport 
applicant (i.e. ‘breeder’ documentation); 

Whereas Member States of the United Nations have 
resolved, under the Global Counter-Terrorism Strategy 
adopted on 8 September 2006, to step up efforts and 
cooperation at every level, as appropriate, to improve the 
security of manufacturing and issuing identity and travel 
documents and to prevent and detect their alteration or 
fraudulent use; 

Whereas Resolution 1373 adopted by the United Nations 
Security Council on 28 September 2001, decided that all 
States shall prevent the movement of terrorists or terrorist 
groups by effective border controls and controls on 
issuance of identity papers and travel documents, and 

Section II.  International cooperation in protecting  
the security and integrity of passports 

Whereas the passport is the basic official document  
that denotes a person’s identity and citizenship and  
is intended to inform the State of transit or destination 
that the bearer can return to the State which issued  
the passport; 

Whereas international confidence in the integrity of the 
passport is essential to the functioning of the 
international travel system; 

Whereas the veracity and validity of machine readable 
travel documents (MRTDs) depends on the documentation 
used to establish identity, confirm citizenship or 

The following is the final text of Appendix D 
— Facilitation, Section II, to the Resolutions 
adopted by the Delegates to the 37th ICAO 
General Assembly held in the fall of 2010. 

ICAO Member States established a clear  
and strong consensus on this occasion 
regarding the need for all States to advance 
their national travel documents to conform  
to the newest ICAO International Standards  
in this area. 

The Assembly also confirmed the important 
need for all ICAO Members to begin cooperating 
more effectively with other States and 
international law enforcement agencies, and  
to work toward enhancing the security and 
integrity of their breeder document and the 
related identity management systems which  
so fundamentally support today’s international 
identity, border control and mobility regimes.

establishing Clear 
International 
Consensus
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through measures for preventing 
counterfeiting, forgery or fraudu- 
lent use of identity papers and  
travel documents; 

Whereas high-level cooperation among 
States is required in order to strengthen 
resistance to passport fraud, including 
the forgery or counterfeiting of 
passports, the use of forged or 
counterfeit passports, the use of valid 
passports by impostors, the use of 
expired or revoked passports, and the 
use of fraudulently obtained passports; 

Whereas the use of stolen blank 
passports, by those attempting to  
enter a country under a false identity,  
is increasing worldwide; and 

Whereas ICAO provides assistance  
to States in all matters related to 
MRTDs including project planning, 
implementation, education, training  
and system evaluation services,  
and has set up the Public Key  

Directory (PKD) to strengthen the 
security of biometrically-enhanced 
MRPs (ePassports): 

The Assembly:
1. Urges Contracting States to  

intensify their efforts to safeguard  
the security and integrity of the 
breeder documentation; 

2. Urges Contracting States to intensify 
their efforts to safeguard the security 
and integrity of their passports,  
to protect their passports against 
passport fraud, and to assist one 
another in these matters; 

3. Urges those Contracting States that 
have not already done so, to issue 
machine readable passports in 
accordance with the specifications  
of Doc 9303, Part 1; 

4. Urges Contracting States to ensure 
that the expiration date of non-
machine readable passports falls 
before 24 November 2015; 

5. Urges those Contracting States 
requiring assistance in implementing 

MRTD standards and specifications  
to contact ICAO without delay; 

6. Requests the Council to take 
appropriate measures to establish 
guidance on breeder documentation; 

7. Requests the Council to continue the 
work on enhancing the effectiveness 
of controls on passport fraud by 
implementing the related SARPs  
of Annex 9 and developing guidance 
material to assist Contracting States 
in maintaining the integrity and 
security of their passports and  
other travel documents; 

8. Urges those States issuing 
e-Passports to join the ICAO PKD;  
and all receiving States to verify the 
digital signatures associated with  
the passports; and 

9. Urges those Contracting States  
that are not already doing so,  
to provide routine and timely 
submissions of lost and stolen 
passport data to Interpol’s Automated 
Search Facility/Stolen and Lost Travel 
Document Database. 



Under ICAO’s leadership, aviation security around the world has 
improved markedly in recent years. Despite this progress, civil 
aviation is likely to remain a target of terrorism, considering its nature 
as an essential mode of transport that contributes significantly to 
worldwide economic and social development.

As a testament to their commitment to prioritize security-related 
issues moving forward, ICAO Member States unanimously adopted 
the following Declaration on Aviation Security at the 37th Session  
of the ICAO Assembly in recognition of the continuing threats to civil 
aviation. It represents a clear and high-level commitment by States  
to strengthen aviation security worldwide through enhanced 
international cooperation.

It’s noteworthy that the Declaration was the product of a 
comprehensive consensus-building exercise, reflecting the outcome 
of a series of Ministerial-level regional conferences on aviation 
security, held with ICAO’s participation, during the first half of 2010. 

While convened in several locations—specifically Mexico City, Tokyo, 
Abuja and Abu Dhabi—participants in these conferences expressed 
common concerns. In brief, they underscored the need to enhance 
information collection and sharing, including the sharing of sensitive 
threat information, among Member States and between concerned 
entities within States. They also stressed the need for effective 
security technology and strong international Standards, as well as the 
importance of Capacity-Building assistance for States that experience 
difficulty in addressing security shortcomings. The Declaration is 
more than a statement of political will in the sense that it enumerates 
the key activities considered necessary to address the evolving threat 
in a proactive way.

Security threats, and in particular acts of terrorism, transcend 
national boundaries. An effective global response requires 
commitment as well as action. The Declaration on Aviation Security 
serves this purpose by emphasizing the collective responsibility for 
taking appropriate action to address a worldwide problem.

Clear Resolve and Strong Commitment

37th Assembly: Declaration on Aviation Security
The Assembly, recognizing the need to strengthen aviation security worldwide, in light of the continuing threat to civil aviation, 
including the attempted sabotage of Northwest Airlines flight 253 on 25 December 2009; and acknowledging the value of the joint 
declarations on civil aviation security emanating from regional conferences held with a view to enhancing international cooperation, 
hereby urges Member States to take the following actions to enhance international cooperation to counter threats to civil aviation:

1.  Strengthen and promote the effective application of ICAO Standards and Recommended Practices, with particular focus on  
Annex 17 — Security, and develop strategies to address current and emerging threats.

2.  Strengthen security screening procedures, enhance human factors and utilize modern technologies to detect prohibited articles 
and support research and development of technology for the detection of explosives, weapons and prohibited articles in order to 
prevent acts of unlawful interference.

3.  Develop enhanced security measures to protect airport facilities and improve in-flight security, with appropriate enhancements in 
technology and training.

4.  Develop and implement strengthened and harmonized measures and best practices for air cargo security, taking into account the 
need to protect the entire air cargo supply chain.

5.  Promote enhanced travel document security and the validation thereof using the ICAO Public Key Directory (PKD) in conjunction with 
biometric information, and the commitment to report on a regular basis, lost and stolen passports to the INTERPOL Lost and Stolen 
Travel Documents Database to prevent the use of such travel documents for acts of unlawful interference against civil aviation.

6.  Improve Member States’ ability to correct deficiencies identified under the Universal Security Audit Programme (USAP) by ensuring 
the appropriate availability of audit results among Member States, which would enable better targeting of Capacity-Building and 
technical assistance efforts. 

7.  Provide technical assistance to States in need, including funding, Capacity-Building and technology transfer to effectively address 
security threats to civil aviation, in cooperation with other States, international organizations and industry partners.

8.  Promote the increased use of cooperation mechanisms among Member States and with the civil aviation industry, for information 
exchange on security measures in order to avoid redundancy, where appropriate, and for early detection and dissemination of 
information on security threats to civil aviation, including through the collection and transmission of advance passenger 
information (API) and passenger name record (PNR) data, as an aid to security, whilst ensuring the protection of passengers’ 
privacy and civil liberties.

9.  Share best practices and information in a range of key areas, such as: screening and inspection techniques, including 
assessments of advanced screening technology for the detection of weapons and explosives; document security and fraud 
detection; behaviour detection and threat-based risk analysis; screening of airport employees; the privacy and dignity of persons; 
and aircraft security.
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37TH ASSEMBLY - DECLARATION ON AVIATION SECURITY



“I commend the International Civil Aviation Organization for adopting yesterday’s 
Declaration on Aviation Security, which forges a historic new foundation for aviation 
security that will better protect our world from evolving terrorist threats. Following the 
attempted December 25th terrorist attack, at my direction, the Department of Homeland 
Security has worked with ICAO, our international partners, and representatives ranging 
from airline CEOs to aviation industry trade associations in an unprecedented effort 
to strengthen international aviation security. The extraordinary global collaboration 
demonstrated by the nearly 190 ICAO countries during the ICAO General Assembly 
in Montreal has helped to bring about a truly 21st century international aviation 

security framework that will make air travel safer and more secure than ever before.” 

        –  President Barack Obama
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2010 SIXTH MRTD SYMPOSIUM

This year’s Sixth MRTD Symposium takes on particular 
significance given the very positive results of the 37th ICAO 
Assembly, held in this very room just over three weeks ago.

A record number of Assembly participants, from  
175 Member States, unanimously adopted a special 
Declaration on Aviation Security which urges them to 
reaffirm their commitment to security and to engage  
in greater international cooperation when addressing 
complex and evolving threats to aircraft and air  
transport systems. 

What I find particularly relevant to this MRTD Symposium  
is the emphasis placed by the Assembly Aviation Security 
Declaration on travel document security, identity 
management and data sharing as vital components  
of an effective and over-arching security strategy. 

For example, the Declaration calls for intensified and 
expanded use of the ICAO Public Key Directory and 

INTERPOL’s Stolen and Lost Travel Document Database in 
combating identity fraud. It also calls for more intelligent 
aviation security processes—in terms of information 
collection, analysis and timely data sharing among and 
between agencies and States. States are encouraged to 
share expertise and apply best practices to consolidate 
travel document security and fraud detection. 

Overall, I see the Declaration being perfectly in line with two major 
trends in the ongoing evolution of the ICAO MRTD programme.

The first is a widening scope for the programme. The latest 
meeting of the Technical Advisory Group on MRTD’s, or  
TAG/MRTD, and the recent Assembly both recognized that 
the original objectives of the programme have largely been 
achieved. MRTD norms have been established and there 
exists a sustainable mechanism for updating specifications 
to meet evolving needs. The MRTD Programme’s focus on 
preventing transborder crime and terrorism is gradually 
shifting to document pre- and post-issuance phases. 

The Sixth Symposium on ICAO Machine Readable Travel 
Documents (MRTDs), Biometrics and Security Standards, 
was held in Montreal from 1 to 4 November 2010.  
It benefitted from the tremendous momentum on  
security-related matters generated by the 37th Assembly’s 
unanimous adoption of a new Declaration on Aviation 
Security. The highly-successful Sixth MRTD Symposium was 
attended by 579 participants from 91 Contracting States 
and seven international organizations. 

The meeting benefitted from presentations by the Deputy Director of uS-Visit Program, the Chairman 
of the united Nations Counter Terrorism Implementation Task Force, the Director of the Strategic 
Planning Directorate of INTeRPOL and other senior representatives from States and various 
international and regional organizations. It also served as a platform to confirm ICAO’s leadership  
in the development of the MRTD Programme as an essential tool in combating terrorism and 
transborder crime, and to update the international community on new developments to be 
implemented by ICAO as instructed by the 37th Session of the ICAO Assembly.

In these opening remarks to the Symposium’s participants, ICAO Secretary General Raymond 
Benjamin strongly reaffirmed the importance of, and his personal commitment to, the MRTD 
Programme, stressing his appreciation to the TAG/MRTD Working Group for its tremendous efforts 
in the successful progressing of developments in this area and highlighting the need for increased 
MRTD capacity-building efforts and stakeholder cooperation.

Travel Documents  
and Identity Management:  
Toward a More effective Security Regime
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has become an effective international 
intermediary that increasingly matches 
the needs of States with available 
technical expertise and donor funding. 

I would like to take this opportunity to 
thank the TAG/MRTD working group 
participants for all their efforts. Your 
ongoing contribution to ICAO’s work is 
essential to the future success of the 
MRTD Programme.

Before I conclude, I would also like  
to mention that this year marks the 
thirtieth anniversary of the distribution 
of ICAO Machine Readable Travel 
Documents, also known as Doc 9303.  
It has become the authoritative 
publication containing specifications for 
machine-readable passports, visas and 
ID cards, including biometric travel 
documents. No longer limited to rules 
on how to produce and personalize 
MRTDs, Doc 9303 now addresses  
the integrity of the issuance process, 
identity fraud prevention and the 
incorporation of robust security 
features. It will continue to evolve 
through the years to reflect the dynamic 
reality in which we must operate. 

Again, I sincerely want to thank you for 
having taken the time to join us here this 
week, and I wish you all a very engaging 
and successful Symposium. 

need assistance, intensify liaison with 
donor agencies and thereby significantly 
expand Capacity-Building measures.  
ICAO is currently exploring ways to  
better help States in building their  
MRTD implementation capacity.

In this process, the MRTD Programme 
receives invaluable support from the 
TAG/MRTD and its working groups.  
The New Technologies Working Group 
continues to develop and maintain 
MRTD and e-MRTD specifications in 
light of emerging technologies. The 
Implementation and Capacity-Building 
Working Group established two years 
ago has been gaining momentum, and 
is expanding its activities in project 
development and implementation. It  

This is where serious vulnerabi- 
lities remain.

In the pre-issuance stage, civil registry 
documents used to establish identity,  
as well as the document issuance 
process itself, reveal weaknesses that 
can be exploited for criminal purposes.  
A fraudulent birth certificate, for 
example, can easily be used when 
applying for a passport in another name. 

In the post-issuance phase, significant 
security challenges remain with regard to 
border controls, travel document fraud, 
forensic examination and detection, and 
cross-border intelligence sharing. 

Unless all of these concerns are 
addressed in a proactive manner — 
an initiative that requires political  
will, effort and resources—they  
will seriously undermine the core  
MRTD Programme.

The second trend is an increasing 
requirement for MRTD capacity-building 
efforts worldwide. Current MRTD 
specifications can be readily implemented 
by most developed States yet a number 
of less developed States experience 
difficulty in achieving compliance. This  
is due mainly to the lack of technical 
expertise, funds, or both. 

Such capacity shortfalls compromise  
the universal implementation and 
effectiveness of MRTDs. The answer is 
to instil closer dialogue with States that 

“What I find particularly relevant to 
this MRTD Symposium is the emphasis 
placed by the Assembly Aviation Security 
Declaration on travel document security, 
identity management and data sharing 
as vital components of an effective 
and over-arching security strategy.” 

“There is an increasing requirement for 
MRTD capacity-building efforts worldwide… 
The answer is to instil closer dialogue with 
States that need assistance, intensify 
liaison with donor agencies and thereby 
significantly expand capacity-building 
measures. ICAO is currently exploring 
ways to better help States in building 
their MRTD implementation capacity.”

12



GLOBAL SECURITY FRAMEWORKS

The adoption of a roadmap by 14 ICAO Member States to 
further protect global air transport from terrorist and other 
security threats was praised recently by ICAO Secretary General 
Raymond Benjamin at the conclusion of a two-day regional 
aviation security conference in New Delhi.

Among the measures included in the roadmap are actions that 
States will take to strengthen security screening procedures by 
ensuring that professionals are appropriately trained and 
equipped. Air cargo security will be enhanced through working 
with Customs authorities on common goals. Capacity-Building 
assistance to States in need in cooperation with ICAO, other 
States and the aviation industry is emphasized in the roadmap.

The conference was the first in a series on implementing the 
ICAO Declaration on Aviation Security, unanimously adopted by 
the Organization’s Assembly last October to deal with known, 
new and emerging threats to civil aviation.

“The challenge, OUR challenge, is to turn commitment into 
action. Terrorism is a global problem that requires global 

solutions,” Benjamin emphasized when urging participants to 
develop the roadmap during the opening of the conference.

“This roadmap is a key step in addressing the security challenge 
and can serve as a model for other regional aviation security 
conferences, culminating in a global security conference 
planned for next year at ICAO Headquarters in Montréal,” 
Benjamin indicated.

In support of the roadmap’s initiatives, Benjamin pointed to 
ICAO’s ongoing collaboration with the air transport industry 
on a security checkpoint of the future concept to improve 
the effectiveness of passenger and carry-on baggage 
screening at airports. ICAO is also working with the World 
Customs Organization to establish best practices for air 
cargo security.

The Government of India, through the Minister of Civil 
Aviation, is to play a leading role in the implementation of 
the roadmap in the region through technical cooperation 
and other initiatives. 

Adoption of New Security Roadmap 
Signals Key Step in Countering Terrorism
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border controls and, more specifically, the issuance of passports 
and other travel documents. The TAG/MRTD had an initial 
mandate of taking over the activities of the Panel on Passport 
Cards and, subsequently, the group’s mandate was expanded to 
include machine-readable visas and cards.

For this Symposium we have the honour of having among the 
participants two very important players in the establishment and 
development of the MRTD Programme: Rod Heitmeyer, former 
Chief of the ICAO Joint Financing and Facilities Management 
Branch; and René Pouliot, Former Chief of the Organization’s 
Facilitation Section and first Secretary of the TAG/MRTD. I would 
like to take this opportunity to thank these key players for their 
essential and important work in support of the MRTD Programme. 
The efforts and vision of these and other early TAG/MRTD 
contributors from ICAO, State governments and the ISO provided 
the firm foundation for this very successful programme as we 
know it today. 

As an example of the work achieved in the early days, I hold in  
my hands the very first copy of Doc 9303. This working copy 
contains hand written notes from René Pouliot and we understand 
it was the same copy that was sent to the ISO for the purposes  
of homologating the standards and specifications established 
therein. We will continue to keep this precious document in  
our archives.

But enough of history. Let us focus on the current agenda, and 
today’s realities.

Past accomplishments raise a funda-mental question: How do  
we maximize the benefits of the MRTD Programme and ensure  
its continued relevance? 

I am delighted to have this opportunity to address this 
distinguished audience and provide some reflections on the past 
and the future of the ICAO MRTD Programme. 

As mentioned just a moment ago by the Secretary General, this 
year marks the thirtieth anniversary of the publication of ICAO Doc 
9303, the ‘body of knowledge’ that outlines specifications for 
machine-readable passports, visas and ID cards, including 
biometric travel documents. The first edition, issued in 1980, 
described the basic principles of a machine-readable passport. 
Today’s Doc 9303 is comprised of three comprehensive parts that 
elaborate on state-of-the-art technical specifications for machine-
readable and biometric travel documents and, as we shall see, will 
continue to expand and evolve in response to future needs.

It’s worthy to note that ICAO’s work on machine-readable travel 
documents actually began long before the appearance of Doc 
9303—with the establishment of the ICAO Panel on Passport 
Cards in 1968. The Panel was tasked with developing 
recommendations for a standardized passport book or card that 
would be machine readable, thus facilitating the clearance of 
passengers through passport controls. Its recommen-dations took 
into account the cost effectiveness and reliability of different 
technologies, and culminated in the first edition of Doc 9303, 
then titled A Passport with Machine-Readable Capability. In those 
early days, Doc 9303 served as the guideline for issuing machine-
readable passports in Australia, Canada and the United States. 

Today, of course, it guides all of the world’s States.

In 1984, ICAO established the Technical Advisory Group on 
Machine-Readable Travel Documents, or TAG/MRTD for short. 
This group is comprised of government officials who specialize in 

ICAO’s Leadership Role in Setting  
Global MRTD SARPs and Specifications 

ICAO’s work in the area of machine-readable travel documents began as 
far back as 1968, culminating in the first edition of the world’s now 
guiding work in this domain: ICAO Doc 9303. Since 1984, efforts in this 
area have further evolved based on the research and guidance of the 
Organization’s TAG/MRTD Working Group and the key individuals who 
have demonstrated extraordinary commitment through their work for this 
body over recent decades.

On the occasion of the Sixth MRTD Symposium and the 30th anniversary 
of the publishing of the first edition of  Doc 9303, Folasade Odutola, 
Director of the ICAO Air Transport Bureau, extends the gratitude of the 

Organization to the individuals who have helped ICAO realize this tremendous global achievement and looks 
toward a future where identity management and other advances promise to improve even further the security 
and convenience of the travelling public.

2010 SIXTH MRTD SYMPOSIUM
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Very often we are asked whether the 
MRTD Programme is part of ICAO’s 
facilitation work. At the dawn of the  
MRTD programme, the emphasis was 
indeed on passenger facilitation.  
Air passenger traffic was surging and  
the immediate concern was how to carry 
out border formalities more quickly and 
economically, in order to not hinder civil 
aviation operations. It was only logical  
on this basis that the early MRTD-related 
Standards and Recommended Practices 
(SARPs) were incorporated in Annex 9 –  
Facilitation, as is still the case.

Things changed fundamentally after 
9/11, however. The facilitation agenda 
remains relevant and important, but in 
today’s global security environment, the 

main focus of the MRTD Programme 
includes combating terrorism and 
transborder crimes by enhancing  
border security.

This brings us to another fundamental 
question. How did the MRTD Programme, 
which started as a set of technical 
specifications for globally interoperable 
passports and other travel documents, 
become a centre point in the contem-
porary global security agenda? 

The events of 11 September 2001 
highlighted the need for States to adopt 
innovative and proactive approaches for 
combating terrorism and related trans-
border crime. Many new approaches  
were tried, with some working better than 
others. But true global consensus was 
evident in the recognition that effective 
counter-terrorism measures have to be 
based on intelligence. Security threats  
are posed by individuals and groups. 
Knowledge about those persons and 
their intentions helps to predict the  
level of threat and empowers law 
enforcement agencies.

But unfortunately, intelligence 
applications can be circumvented by false 
identity. Even if a database indicates, say, 

that John Smith is a suspected terrorist, 
no alert will be generated when this 
person crosses the border using 
someone else’s name. This is why reliable 
identity management is the cornerstone 
of global intelligence-based counter-
terrorism measures. And robust MRTD 
and identity management can be 
achieved only by complying with the 
relevant standards developed so suc- 
cessfully by ICAO. To prevent security 
incidents, we require passenger screening 

measures combined with effective use of 
intelligence and reliable identity man-
agement. While passenger screening 
certainly has a role to play, it remains just 
one layer of defence which, on occasion, 
can prove insufficient to ensure security.

As a result of incidents such as the NWA 
flight 253 bombing attempt, the ‘security 
of the future’ is likely to be more 
comprehensive, with numerous security 
layers reinforcing each other. However, 
there is no need to reinvent the wheel. 
Border security and law enforcement 
have been intelligence-led for decades, 
relying heavily on information collection, 
analysis and timely dissemination to 
front-line officers. It may be feasible to 
integrate border security best practices 

with the aviation security process, 
enhancing both.

This, certainly, is food for thought—and  
I trust this Symposium will serve as an 
important forum for eliciting various views 
on where the MRTD Programme should 
move in the future. The programme’s 
roadmap is our common concern, and  
the views of industry and government 
stakeholders will assist immensely  
with our policy review. 



16

M
R

TD
 R

ep
or

t 
– 

N
um

be
r 

1
 –

 2
0
1
1

Governments in the travel document and border control and 
security arenas. I think the speakers have not disappointed us  
in meeting these goals.

At this point, nearing the conclusion of our time together,  
I would like to draw some of these pieces into a something of a 
coherent whole, with that emphasis coming full circle to looking 
out over the coming decade to assess the roles and functions 
and purposes of travel documents, the next generation.

Summary of the Symposium

There is no doubt that Santayana’s time-worn saying “those 
who do not learn from history are doomed to repeat it” has 
great relevance on where we stand today with respect to 
looking out over the time horizon toward the next generation  
of travel documents. 

There have been so many significant issues and food for 
thought raised over the past several days. I will single out 
seven specific themes, but there are far too many to do justice 
to what we have learned at this Symposium. However, I will cite 
very briefly what I feel are those seven recurring themes.

First, what I will characterize as Travel Authorizations, within 
the generic frame of visas whether of an electronic context or 
not. Yesterday afternoon’s very spirited discussion of these 
issues brought the substance of these areas home graphically. 
While not a new area of work focus for the ICAO Working 

2010 SIXTH MRTD SYMPOSIUM

The following are the closing remarks  
of Barry J. Kefauver as presented to  
the attendees of the fall 2010 Sixth 
Symposium on ICAO MRTDs, Biometrics 
and Security Standards. Kefauver stressed 
the need for progress in this domain  
to be led by and tailored to specific 
government needs, noting that the hard 
work of ICAO and other stakeholders over 
the past decade has engendered a travel 
document and identity environment that is 
characterized by an unprecedented critical 
mass of expertise and technology to help 
meet all State priorities moving forward.

Confronting 
Risks and 
Maximizing 
Abilities

Those of you who have attended any or all of the preceding 
five Symposia will have seen by now that the nature and 
content of this year’s Symposium has been different from 
any of those. The fundamental goal of this year’s format was 
to look out over the next decade or so and develop a sense 
of purpose and direction and especially the needs of 
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Groups, yesterday’s discussion underscores anew the interest 
in the travel document community for attention to these 
concerns. Controversial and somewhat alien to the usual 
posture of shying away from the ways in which sovereign 
entities manage their borders, I heard a call yesterday asking 
to seek something of a middle ground that will assess the use 
of electronic and other means to accomplish travel 
authorizations that might lend more efficiency and 
effectiveness to what we now generically call the visa function.

Second, Inspection, examination and the use of Tools Such 
as PKI and PKD, was cited by several speakers as important 
concerns that demand more and broader focus and attention 
by all of us. The time, effort, resources and emotion that we 
have all expended in the current generation of passports has 
resulted in over 250 million e-Passports in circulation and  
each day that number grows. The message from this 
Symposium is that now is the time for all to begin using  
the “e” in the e-Passport and reap the benefits of enhanced 
security and facilitation.

Third, the subject of evidence of Identity was a thread that ran 
through a number of presentations, graphically conveying the 
need to address the foundations on which our travel 
documents are issued. I suggest that this important area of 
focus falls into both the passport as well as the visa spheres. 
The vulnerabilities that abound in the ways in which we 
determine eligibility and entitlement are many and varied and 
the pressures on these foundations are growing. Ranging from 
the civil registry systems that record births on through those 
that document death, and all of life that lies in between, all of 
these sources of identity data need shoring up with process 
improvements, best practices and where we can, the use  
of standards.

Fourth, capacity-building resonates in this Symposium hall as  
an area in which strides have been made and yet so much more 
yet to be done. The fact that almost all of the world’s passport 
volume is now being issued as machine readable is a quantifiable 
and huge success. The concerted efforts of ICAO and its many 
partnerships in reaching this goal deserve commendation. 
However, those were yesterday and this is today, with a world 
filled with the needs of capacity enhancement. The success thus 
far merely whets the appetite for more. The scarcity of resources 
is a fact of life that must be acknowledged, but once having done 
so, all the more need to redouble the efforts and define carefully 
chosen priorities to insure that those scarce resources are 
targeted to the greatest areas of genuine need.

Fifth, the concept of Integrity was woven throughout the fabric 
of this Symposium by a number of speakers in a number of 
settings. While integrity is an umbrella factor that includes 
other considerations such as evidence of identity, I chose to 
single this as a conceptual and conscious theme unto itself. 
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Now, usually we hear those kinds of 
pronouncements at gatherings such as 
the Symposium. However, this year 
among others I heard ICAO Secretary 
General Raymond Benjamin pledge his 
personal and institutional commitment 
to getting this job done. The speakers 
who followed over the next few days all 
have said that we will not let him down in 
carrying out that commitment.

The Future

As shaped by this Sixth Symposium,  
in my view we are poised on a very 
delicate and important point in the 
history of travel document standards, 
issuance and inspection. At last year’s 
Symposium, it was observed that ICAO 
took a risk in entering the uncharted 
seas of biometrics, but that risk has 
paid off. I think we are going to 
encounter yet more areas of risk in  
the coming years. We need to prepare 
ourselves to be able to confront these 
risks and maximize our abilities to deal 
with them. The stakes have never  
been higher.

Throughout the Symposium I have tried 
to be attentive to threads and themes of 
continuity that might help shape a bit of 
what the future holds and give us 
something of an edge in dealing with  

accomplishment, particularly in the 
arena of capacity-building in its largest 
sense. I sense that we will be called 
upon even more over the coming months 
and only through that bond of singularity 
of purpose can we hope to meet the 
demands. Also, in the same sense that 
the foregoing are institutional 
partnerships, the Sixth Symposium, 
especially the speakers on the first day, 
called upon all of us, the multilateral 
dimensions of these partnerships to 
work harder and better to share critical 
data and information to make our 
borders stronger and the traveling public 
safer and sounder in their journeys. 
These are partnerships that we 
ourselves can forge and nurture.

Finally, seventh, and perhaps most  
loudly and most clearly was the cry  
of Challenge that must be met with 
Commitment. Several speakers used 
these exact words, while others by 
implication raised the same specter: 
That we face many challenges; together 
we must commit ourselves in order to 
meet them. To me, the first day was 
especially significant for this 
Symposium. On that day we heard  
from very senior people that what  
ICAO has done is important to the  
world and that which has yet to be  
done is even more important.

Ranging from the ways in which we 
handle the raw materials that eventually 
comprise a passport book, through to 
the methods by which we deal with 
human resources, storage and 
processing facilities, and lastly how we 
structure the required legal frameworks 
for breaches such as passport and 
identity fraud, the issue of integrity is 
fundamental and absolute. The shifting 
face of threats such as document fraud, 
now segueing into identity fraud, has 
facilitated new and perhaps unknown 
methods of making mischief. Just as we 
have rallied ourselves to develop the 
world’s most secure passport, so must 
we now gird to make certain that the 
systems on which those documents rely 
for their credibility are equally sound.

Sixth, the Partnerships that have been 
the building blocks of our past 
accomplishments must be reinforced, 
strengthened and expanded. We heard 
this from the UN CTITF, INTERPOL, OAS, 
CARICOM, ICMPD, OSCE, ISO and others 
who have not been able to attend this 
Symposium. The mortar that bonds 
these relationships must be continually 
renewed as we are facing up to dwindling 
resources and never ending travel 
document community needs. We heard 
about some success stories of 
meaningful and significant 

“Ranging from the ways in which we handle the raw 
materials that eventually comprise a passport book, 
through to the methods by which we deal with human 
resources, storage and processing facilities, and lastly 
how we structure the required legal frameworks for 
breaches such as passport and identity fraud, the 
issue of integrity is fundamental and absolute.”
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the unknowns. I have covered those in very skeletal fashion, 
but I think that is the role of a summary. However, there is  
one important and crucial thread that holds all of the rest 
together: ICAO is the fulcrum around which the implementation 
of travel document and border management programs revolves.  
The Annex 9 and other related provisions acceded to by  
all 192 Member States clearly look to ICAO as the center  
of the travel document universe.

Always important, but now more than ever before, the work of 
ICAO and its partnerships will revolve around policy directions, 
the determinations of what the world’s governments need from 
travel document functionality and from that the kinds of 
technologies that will best make those goals into realities.  
To assist in this, this coming year will see the work begin for 
the issuance of the next ICAO Request for Information, which is 
the medium through which the travel document community as 
a whole can communicate with industry, spell out what needs 
to be done and to seek the kinds of technologies to carry it 
out. The first RFI in 1995 specifically sought biometrics and 
data carrying media and resulted directly in facial recognition 
and contactless chips.

This was a direct result of the Governments collaborating  
and deciding that the global priorities were to be focused on 

biometrics and the kinds of ways in which that data could be 
carried in travel documents. It is now time to develop that vision 
of the future to be able to clearly articulate those emerging and 
new long term needs and the kinds of Government policy 
objectives that need to be served by industry.

We have great travel document challenges ahead.  
As well, within the ICAO community we have a greater  
and more cohesive critical mass than we have ever had 
before to meet those challenges. I thank all of you for  
your time and attention throughout the Symposium and  
I look forward to the next steps of our next travel  
document generation. 



covering how to produce and 
personalize MRTDs but rather 
increasingly addresses the integrity of 
issuance processes, identity fraud 
prevention, robust security features, 
etc., all in a much more proactive 
manner than had been the case when 
it was first conceived.  

Doc 9303 covers not just MRTDs but also 
e-MRTDs, i.e. travel documents enhanced 
with biometric data stored on a chip. This 
introduction of biometric data was a great 
leap forward in MRTD evolution and has 
significantly enhanced passenger 
facilitation while simultaneously 

buttressing security benefits by 
dramatically reducing identity fraud.

The Case for Increased Capacity-
Building Globally

An urgent need has developed in 
recent years for MRTD and e-MRTD 
capacity-building efforts worldwide.  
The current MRTD specifications, as 
reflected in the latest version of Doc 
9303, are elaborate and effective and 
in line with the practices of the most 
developed States. Given the complexity 
of the related technologies and 
processes required, however, 
numerous States in less-developed 
areas of the world have been struggling 
with implementing them due mainly to 
a lack of local technical expertise, 
funding or both. 

Border control and identity management 
concerns also illustrate a strong need for 
improved State outreach by ICAO, 
notably in close collaboration with States 
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STATE OUTREACH AND ASSISTANCE

The ICAO Machine-Readable Travel 
Document (MRTD) programme has 
gained considerable momentum 
since its inception four decades ago. 
It continues today to provide global 
leadership in setting and maintaining 
standards and specifications on 
MRTDs as contained in Document 
9303 (Doc 9303), which remains its 
core function.

Doc 9303 currently consists of five 
solid and comprehensive volumes, 
covering machine-readable 
passports, visas and ID cards. It is 
no longer limited to specifications 

Current MRTD specifications, as reflected in the latest version of Doc 9303, are elaborate and 
effective and in line with the practices now established in the world’s most developed States.  
Given the complexity of the related technologies and processes needed to implement them, however, 
numerous States in less-developed areas of the world are still struggling to comply with them due  
to a lack of local technical expertise, funding or both.

In this review of two important Capacity-Building events held during 2010 in Montevideo, uruguay and 
Maputo, Mozambique, the MRTD Report reviews the need for increased efforts by ICAO, States and 
partnering specialized agencies to improve the quality and level of assistance available to less-
advanced nations as all stakeholders in this important global security and mobility regime seek to 
better fortify today’s worldwide travel document and border security framework.

Placing Renewed Priority on MRTD 
and Related Capacity-Building efforts

Participants at the Maputo Regional Seminar on 
Machine Readable Travel Documents (MRTDs), 
Biometrics and Security Standards, held in 
November 2010. Advocacy of MRTD standards 
and technical consultations to assist States with 
their related implementations are a vital part of 
ICAO’s MRTD Capacity-Building efforts.
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“The Americas and Caribbean have a 
long history of cross-border migration 
and, in many instances, weaknesses 
in border control and identity 
management. For the past decade, 
population mobility and effective 
border controls have become a 
matter of even greater concern 
for governments in the region, 
due largely to the rise of irregular 
migration and trans-border crime.”

and partner security and law 
enforcement organizations. While  
the more effective border and identity 
controls that result from these efforts 
may not eliminate terrorism and related 
trans-border crime, they do reduce 
related risks dramatically and offer a 
powerful tool to mitigate and counter 
such threats. 

The 9/11 and Bali terrorist attacks  
and the failed terror plot of 25th 
December 2009, among others, have 
clearly highlighted the importance of 
effective travel document security, 
identity management and intelligence-
led passenger processing for 
preventing and combatting such 
crime. The use of false identities and 
fraudulent travel documents remains 
an important modus operandi that 
tends to be exploited by trans-border 
criminal networks, with deficiencies  
in these areas in any State having 
direct implications on today’s global 
security agenda.

All of these factors, taken together, have 
been compromising the benefits of 
universal MRTD implementation and 
weakening global security and law 
enforcement efforts. This situation has 
led to a call for a closer and more 
comprehensive technical dialogue with 
States in need, intensified liaison with 
donor agencies and expanded capacity-
building programmes in general.

Focus on the Americas and Caribbean

The Americas and Caribbean have a long 
history of cross-border migration and, in 
many instances, weaknesses in border 
control and identity management. For 
the past decade, population mobility and 
effective border controls have become  
a matter of even greater concern for 
governments in the region, due largely  
to the rise of irregular migration and 
trans-border crime. 

In addition, the linkages between 
national (and regional) security and 
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matters. Lastly, ICAO worked with the 
OAS/CICTE to help identify remaining 
capacity gaps in the region and to 
explore the prospects of developing 
further joint ICAO-OAS/CICTE activities 
in the future. 

The main messages that emerged from 
Montevideo Workshop discussions and 
working group recommendations 
included:

■■ That the main MRTD-related and 
border security challenges in the 
region are: 

border controls have prompted 
governments to factor international 
organized crime and terrorism threats 
into the measures being taken to 
strengthen their migration and identity 
management systems. The resulting 
need for enhanced border and identity 
capacity-building strategies has emerged 
as a priority for both individual 
governments and regional bodies. 

As a direct result of these needs, ICAO 
has been working closely with regional 
agencies in the Americas, particularly 
those with a direct mandate to combat 
terrorism and trans-border crime. In June 
2010, ICAO therefore undertook a joint 
effort with the Organization of American 
States’ (OAS) Secretariat of the Inter-
American Committee against Terrorism 
(CICTE) in organizing a Sub-regional 
Workshop for the South Cone on Best 
Practices in Document Security and Fraud 
Prevention in Montevideo, Uruguay. 

The objective of ICAO’s participation in 
the Montevideo Workshop was to 
provide the Sub-regional American 
South Cone States with practical and 
‘hands-on’ MRTD technical expertise. 
The Organization provided support to 
the OAS/CICTE by jointly organizing the 
Workshop and through the provision of 
detailed technical consultations on 
MRTD and identity management 

Attendees to the Montevideo Capacity-Building event in the Americas. The main MRTD-related and 
border security challenges in the region were identified as breeder documents and civil registries, in addi-
tion to insufficient inter-agency and cross-border data sharing to prevent and combat identity fraud. 

Participants at the Montevideo Seminar were also provided with a technical exhibition by industry 
suppliers featuring some of the latest travel document and border security developments.

1. Breeder documents and civil registries. 
2. Insufficient inter-agency and cross-

border data sharing to prevent and 
combat identity fraud. 

■■ The importance of establishing greater 
continuity when organizing these 
regional workshops, including 
strengthening inter-agency and 
cross-border cooperation and data 
sharing in the Southern part of Latin 
America specifically.

It was suggested to focus on these two 
priority fields when developing future 
MRTD capacity-building activities in the 
Mercosur region. All Contracting States 
in the region have ICAO-compliant 
Passports and do not require particular 
assistance in this area.

As a compliment to the June Montevideo 
Workshop, ICAO and the Latin American 
Civil Aviation Commission (LACAC),  
with the support of the OAS/CICTE,  
also held the first ICAO/LACAC  
Regional Seminar on Machine Readable 
Travel Documents (MRTDs), Biometrics 
and Security Standards for the Americas, 
in Montevideo the following month.  
The event was attended by over  
160 participants from 28 States,  
mainly those local to the region,  
but with additional participants in 
attendance from Africa and Asia. 
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Participants to the July 2010 Seminar included senior officials 
from appropriate departments in national administrations, 
including civil registry and identification card authorities, 
passport issuing offices, immigration, customs and other 
border control and security authorities. Officials from airlines 
and airports involved in passenger service systems and the 
handling of travel documents also benefited from the event.

The Seminar was designed to highlight the role of the ICAO 
MRTD Programme in ensuring MRTD interoperability, promoting 
enhanced facilitation, increasing confidence in the reliability of 
travel documents, and contributing to national and international 
security. The event also promoted ICAO-compliant secure travel 

documents and a robust identity management regime as 
powerful tools in preventing and combating terrorism and 
transnational crimes. 

Seminar participants were briefed on the progress made with 
local Machine Readable Passport (MRP) issuance projects in 
Paraguay and Colombia. INTERPOL additionally provided a 
presentation on its related programmes and global database 
law enforcement support systems. An exhibition, as well as 
presentations from eight participating vendors, complemented 
the Seminar, highlighting important products and services 
related to MRTDs, biometric identification, security applications 
and border inspection systems.

“The diversity of the participants in attendance at 
the Maputo Seminar and Workshop highlighted the 
importance that both government agencies and the 
private sector place on travel documents, border 
security, combating terrorism and trans-border crime.”
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Geoffrey Moshabesha, former ICAO Regional Director in Nairobi, highlighted how the diversity of 
the participants at the Maputo Seminar and Workshop demonstrated the importance that both 
government agencies and the private sector place on the security and facilitation concerns that 
were under discussion.

In her opening remarks to the Maputo participants, Folasade Odutola, Director of the ICAO Air 
Transport Bureau, stressed the emphasis placed by the 37th Assembly Declaration on Aviation 
Security on travel document security, identity management and data sharing as vital components 
of an effective security strategy.

Focus on Maputo

ICAO, with the support of the Government 
and Civil Aviation Authority of Mozambique, 
also held a Regional Seminar on Machine 
Readable Travel Documents (MRTDs), 
Biometrics and Security Standards last 
November in Maputo. Close to 100 
government officials from 35 States in 
Africa and the Middle East took part in the 
Seminar and its complementary capacity-
building workshop. 

The main agencies represented at the 
Maputo Seminar were local State passport 
and immigration officials, law enforcement 
agencies and border control stakeholders, 
Ministries of the Interior, airport authorities 
and embassy staff. The Seminar 
addressed ICAO MRTD specifications, 
identity management norms and related 
border security issues with a particular 
focus on issues and developments relating 
to Africa and the Middle East. 

The final day was devoted to capacity-
building challenges, with particular 
reference to travel document and border 
security gaps in the region which could be 
assisted by the international community 

through more robust and comprehensive 
technical cooperation projects.

In her opening remarks to the Maputo 
participants, Folasade Odutola, Director 
of the ICAO Air Transport Bureau, 
stressed the emphasis placed by the 37th 
Assembly Security Declaration on travel 
document security, identity management 

and data sharing as vital components of 
an effective security strategy. 

She highlighted that the Declaration 
calls for intensified and expanded use of 
the ICAO Public Key Directory and 
INTERPOL’s Stolen and Lost Travel 
Document Database in combating 
identity fraud, and that it also calls for 
more intelligent aviation security 
processes in terms of information 
collection, analysis and timely data 
sharing among and between agencies 
and States. Odutola encouraged States 
to share their expertise and apply best 
practices to strengthen travel document 
security and improve fraud detection.

Odutola also recognized that the event 
was particularly privileged to have  
David Philp, Chair of the TAG/MRTD 
Implementation and Capacity-Building 
Working Group (ICBWG), in attendance 
to facilitate the Maputo capacity- 
building workshop.

In the event’s closing remarks,  
Geoffrey Moshabesha, former ICAO 
Regional Director, Nairobi, noted that 
the Seminar and Workshop proceedings 
had presented an opportunity for 
participants to discuss practical ways  
to collaborate on and strengthen MRTD 
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implementation and border security capacities in the region, 
so that States and their societies could benefit from 
enhanced security and facilitation that the MRTD 
programme offers.

Moshabesha also stressed how the diversity of the 
participants in attendance at the Maputo Seminar and 
Workshop highlighted the importance that both government 
agencies and the private sector place on travel documents, 
border security, combating terrorism and trans-border crime. 
He commented that although much had been achieved in 
Maputo, much more still remained to be done and that the 
goal must remain universal implementation of the strongest 
specifications and programmes available.

In closing Moshabesha thanked Antonio Pinto, Repre-
sentative of Mozambique to ICAO, for his outstanding 
efforts in helping to coordinate and carry out the  
Maputo Seminar.

A Key Asset in Present and Future Capacity-Building 
efforts: The TAG/MRTD ICBWG

An important asset in supporting ICAO MRTD capacity- 
building work has been the TAG/MRTD ICBWG. Established  

in May 2008, the ICBWG has become an international 
framework that helps developing States to address their 
capacity gaps in travel document security, identity management 
and border security through providing technical expertise and 
developing capacity-building interventions. The ICBWG has been 
proactive in engaging States in need of assistance, the donor 
community and other partner international agencies in tackling 
the identity management and border control challenges in a 
concerted and cooperative manner.

Advocacy of MRTD standards and technical consultations to 
assist States with their related implementations are also a 
vital part of MRTD capacity-building efforts. Some capacity 
gaps require longer-term structural reforms and significant 
resources from the international community, which can be 
delivered through technical cooperation projects. 

The ICAO MRTD programme has been consolidating and 
expanding MRTD capacity-building globally, including in Africa 
and the Americas, in order to be able to deliver technical 
assistance to States in need. This includes strengthening the 
MRTD programme’s project implementation capacity, 
intensifying project development and donor liaison, and 
capitalizing on the ICBWG’s ongoing support in identifying 
capacity gaps worldwide. 



26

M
R

TD
 R

ep
or

t 
– 

N
um

be
r 

1
 –

 2
0
1
1

The OSCe:  
Fostering a unique  
and Collaborative Vision

REGIONAL SECURITY LEADERSHIP

papers and travel documents while preventing their 
counterfeiting, forgery and fraudulent use.

The OSCE therefore has two primary objectives:  facilitating 
the work of international organizations and major specialized 
agencies, such as ICAO and INTERPOL; and providing a 
platform for raising awareness and establishing direct 
assistance opportunities for OSCE States.

ICAO MRTD Report: What are the main objectives  
of the OSCe mandate concerning Travel Document  
Security (TDS)?

Raphael F. Perl: The OSCE, as the world’s largest regional 
security organization, brings together 56 countries who 
together work on security from the perspective of political-
military, economic, environmental and human elements.  
We bring a unique vision to all security-related issues, 
including travel document security, since for us it is not  
only about countering crime or fighting trafficking, it is also 
about improving economic trade flows and facilitating the 
movement of people.

Improving travel document security throughout the OSCE region 
is a core activity of our Organization’s counter-terrorism agenda 
and makes key contributions in fighting other transnational 
threats such as organized crime, illegal migration and trafficking 
in human beings. Everything in this regard began in 2001, when 
the Bucharest Plan of Action provided the foundation of our 
mandate. In the Plan, the OSCE States decided to prevent the 
movement of terrorist individuals or groups through more 
effective border controls and improved management of the 
issuance of identity papers and travel documents. The Plan of 
Action also includes measures to ensure the security of identity 

Composed of 56 States from europe, Central Asia and North America, the Organization  
for Security and Co-operation in europe (OSCe) is the world’s largest regional security 
organization. It offers a forum for political negotiations and decision-making in the fields 
of early warning, conflict prevention, crisis management and post-conflict rehabilitation, 
and puts the political will of its participating States into practice through its unique 
network of field missions.

The MRTD Report recently spoke with Raphael F. Perl, OSCe Head on Anti-Terrorism Issues, 
concerning his Organization’s ongoing cooperation with ICAO and its current priorities in the 
areas of travel documents, border security and facilitation. Perl was joined on the occasion by 
Christopher Hornek and Ben Hiller, of the Organization’s Action against Terrorism unit (ATu), 
who provided substantive input and background during the course of this discussion.

Raphael F. Perl



The second main area involves 
strengthening the evidence of identity 
approach by reinforcing the vetting 
processes taking place when citizens 
apply for travel documents. This includes 
modernizing civil registry systems and 
other media used to prove identity.  
Identity fraud not only has negative effects 
for travel security, but also for a number  
of domestic functions and social services, 
which represent the basis for a well-
functioning state infrastructure. Improving 
these conditions will strengthen the rule  
of law and help address long-term 
conditions that terrorists exploit.

How important does the OSCe  
feel that ICAO’s PKD will be to the 
viability of the future e-MRTD border 
control environment?

The PKD will be very important to the 
viability of the future e-MRTD border 
control environment. When the OSCE 

in cooperation with the PKD Board, 
co-organized an expert workshop 
designed to raise awareness amongst 
OSCE members for participating in and 
employing the ICAO PKD.

Would the OSCe foresee any further 
improvements or adaptations in the 
near future?

Looking to the future, two main areas 
emerge. Bringing border control systems 
up to speed so that they can take full 
advantage of the inspection tools 
presented by e-MRTDs. In particular,  
this means proving the authenticity of 
electronic travel documents via the  
ICAO PKD. If the biographic and 
biometric content of an e-MRTD can be 
trusted, it opens the way for introducing 
kiosks to automate aspects of border 
clearance. The checking of databases 
such as INTERPOL’s should also be 
integrated into the inspection process.

Has this mandate changed since it was 
first introduced?

Absolutely. The OSCE travel document 
security mandate has significantly changed 
since it was first introduced. Over the years 
it has grown into a very substantial and 
comprehensive programme.

Building on the Bucharest Plan of Action, 
subsequent OSCE Ministerial Councils 
decisions have given our work a more 
practical dimension. These decisions 
have focused on turning ICAO standards 
and INTERPOL solutions into concrete 
OSCE commitments.

The most recent development in our 
mandate came in 2009 when the  
OSCE States took note of the wide  
scale implementation of e-MRTDs and 
decided to consider participating in  
the ICAO Public Key Directory (PKD). 
Subsequently, the ATU and ICAO,  
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We also need to encourage a policy of introducing e-MRTDs 
in parallel with participation in the PKD. From the outset, 
States should plan and budget for participating in the ICAO 
PKD as they are undergoing their e-MRTD upgrade projects.
A related policy challenge is combining document upgrades 
with the devel-opment of robust identity protection systems 
and modern civil registries. This will enhance a country’s ability  
to prevent terrorists or other criminals from obtaining a genuine 
e-MRTD under a false identity.

All of the above will help to protect the foundations of 
identity security and will promote broader national security 
and mobility objectives in areas such as aviation, trade and 
social services.

and ICAO co-organized the PKD Workshop in Vienna in May 
2010, our organizations co-developed the principle that: 
“e-MRTDs and participation in the ICAO PKD are an indivisible 
component of document and border security”. We still believe 
that this statement rings true today and that it clearly 
emphasizes the importance of the ICAO PKD.

Promoting participation in the PKD enhances trust in e-MRTDs. 
This in turn facilitates faster and more secure cross border 
movements. The PKD is central to strengthening the security 
and trustworthiness of any State’s e-MRTD framework and has 
benefitted from years of development and operation.

I believe one of the most important messages that ICAO and 
the OSCE can send is that modern techniques should be used 
when inspecting e-MRTDs. This means reading the chip and 
validating its data via the ICAO PKD. Otherwise, when the 
document is being checked, only part of the security potential 
is utilized. Lack of e-MRTD validation will in the long-run 
undermine the security potential of the document and could 
even erode trust in e-MRTDs altogether. That is why it is 
important that we promote the use of the PKD. 

Of course, these techniques are by no means designed to 
replace police work: they do, however, provide police with 
additional and useful tools to make the process secure  
and fast.

Although many States already issue e-MRTDs, not all of them 
are prepared to validate them. However, an increasing number 
of States is beginning to prepare themselves for this type of 
inspection. I believe that participation in the ICAO PKD will  
grow and will become the norm for validating e-MRTD data.  
The alternative method of exchanging certificates bilaterally  
is simply error prone, cumbersome and ineffective.

What are the most challenging areas presently facing the 
OSCE and ICAO with respect to greater PKD adoption and 
participation by States?

The two most challenging areas facing our Organizations 
with respect to PKD are, one, communicating technical 
issues at the policy level and, two, encouraging a policy  
of introducing e-MRTDs in parallel with participation in  
the PKD.

One of the main challenges will be to effectively 
communicate very complex issues—the PKD, Public Key 
Infrastructure schemes and e-MRTDs—at both the policy 
and practical implementation levels. We need to do so 
without losing the attention to detail needed in matters of 
technical standards and interoperability. A prime example of 
this type of communication work is the ATU’s Policy Brief on 
the ICAO PKD, which was posted on the ICAO web site.

MAIN OBjECTIVES OF THE OSCE ATU

The Action against Terrorism Unit’s (ATU) Travel Document 
Security programme has four main objectives:

■■ Promoting technological upgrades of ICAO compliant 
e-MRTDs and participation in the ICAO Public Key  
Directory (PKD).

■■ Safeguarding identity through the promotion of the  
ICAO minimum security standards for the handling  
and issuance of passports, as well as other  
travel documents.

■■ Facilitating real-time connection to INTERPOL databases 
at border control, including those for lost and stolen 
travel documents and wanted individuals.

■■ Training border personnel in forged document detection,  
in cooperation with the Austrian Ministry of the Interior.



29

M
R

TD
 R

eport – N
um

ber 1
 – 2

0
1
1

departure for the OSCE’s work in this 

area. Our aim and remit is to transmit 
standards from the global level to the 
sub-regional and national levels. Think 
of the OSCE as a conveyor belt.

ICAO has been very supportive in this 
process, both as a facilitator and as a 
consultative mechanism on strategic 
matters and processes. The expert 
support from the ICAO Secretariat  

and our organizations mutually  
reinforce each others’ activities.

ICAO in this regard serves as the global 
fulcrum around which the international 
travel document community revolves. 
The OSCE, meanwhile, is a regional 
organization within the UN system and 
ICAO’s standard setting for e-MRTDs 
and its PKD represents the point of 

How valuable has ICAO’s assistance and 
support been to the OSCe’s objective of 
promoting more effective TDS?

ICAO’s assistance and support has 
been very valuable and has clearly 
enhanced the OSCE’s objective of 
promoting more effective Travel 
Document Security. The OSCE and  
ICAO have an effective partnership  
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Moreover, requests for OSCE travel document security 
assistance are increasing and we want to meet these  
requests in cooperation with ICAO. Naturally, in a busy year 
such as the last one, it would have been impossible to  
include the ICAO Secretariat in every capacity-building activity, 
especially considering ICAO’s other global responsibilities  
and programmes.

The efficient division of labour between the OSCE and  
ICAO is a positive example of how our organizations have 
created tailor-made approaches to implement the UN Global 
Counter-Terrorism Strategy. This was underscored by the last 
UN General Assembly discussions regarding this matter, 
which highlighted the role of regional organizations in the 
implementation of global standards.

Certainly we have an excellent working relationship.  
However even the best of partnerships can be improved  
upon. We look forward to working closely with ICAO on  
travel document security, an issue which is central to  
the functioning of our modern, globalized world. 

has been invaluable for the OSCE during our joint OSCE-wide 
workshops in Vienna in 2004, 2007 and 2010, as well as 
other regional and national seminars.

Equally important, however, is the support the OSCE 
provides ICAO. For example, the 2010 PKD workshop  
in Vienna centered on promoting participation in the ICAO 
PKD. Over the years, we have consistently promoted ICAO 
e-MRTDs standards and specifications.

The OSCE sees itself as a multiplying force in terms of 
outreach and capacity-building for ICAO. I am confident that 
ICAO similarly receives significant benefits and returns 
through partnering with the OSCE.

What plans does the OSCe have to partner further with 
ICAO in this area?

The ICAO PKD, the inspection of e-MRTDs and the Evidence  
of Identity approach are all areas where we look forward to 
expanding our partnership with ICAO.

China Imports its PKD 
Country Signing Certificate Authority

On 30 November 2010, China 
Imported its Country Signing 
Certificate Authority (CSCA) in the 
PKD. The ceremony took place in  
the ICAO PKD Operations Center.

By importing its CSCA into the PKD, 
China will enable the validation of  
its e-Passports and ensure that  
these travel documents are genuine 
and unaltered.

The representatives attending the 
Ceremony were, from left to right:  
Han Xiaoxi; Sun Xiaowu, First Secretary  
of the Ministry of Foreign Affairs; 
Christiane DerMarkar, Joint Financing 
Officer, Air Transport Bureau; Claude 
Gauthier, Acting Chief, Joint Financing, 
Air Transport Bureau; Tao Ma, 
Representative of China on the ICAO 
Council;  Zheng Xuan; and Chunyu 
Ding, Alternate Representative of 
China on the ICAO Council.
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MRTD GLOSSARY

Anti-scan pattern An image usually constructed of fine lines  
at varying angular displacement and embedded in the security 
background design. When viewed normally, the image cannot be 
distinguished from the remainder of the background security print, 
but when the original is scanned or photocopied the embedded 
image becomes visible.

Biographical data (biodata) The personalized details of the 
bearer of the document appearing as text in the visual and machine 
reada ble zones on the biographical data page of a passport book,  
or on a travel card or visa.

Biometric A measurable, physical characteristic or personal 
behavioural trait used to recognize the identity, or verify the claimed 
identity, of an enrollee. 

Biometric data The information extracted from the biometric 
sample and used either to build a reference template (template 
data) or to compare against a previously created reference template 
(comparison data). 

Biometric sample Raw data captured as a discrete unam-
biguous, unique and linguistically neutral value representing a 
biometric characteristic of an enrollee as captured by a biometric 
system (for exam ple, biometric samples can include the image of  
a fingerprint as well as its derivative for authentication purposes).

Biometric system An automated system capable of: 
1. capturing a biometric sample from an end user for a MRP; 
2. extracting biometric data from that biometric sample; 
3.  comparing that specific biometric data value(s) with that 

contained in one or more reference templates; 
4.   deciding how well the data match, i.e. executing a  

rule-based matching process specific to the requirements of the 
unambi guous identification and person authentication of the 
enrollee with respect to the transaction involved; and 

5.  indicating whether or not an identification or verification  
of identity has been achieved. 

Black-line/white-line design A design made up of fine lines 
often in the form of a guilloche pattern and sometimes used as a 
border to a security document. The pattern migrates from a positive 
to a negative image as it progresses across the page.

Capture The method of taking a biometric sample from the end user. 

Certificating authority A body that issues a biometric 
document and certifies that the data stored on the document are 
genuine in a way which will enable detection of fraudulent alteration.

This glossary is included to assist the reader with 
terms that may appear within articles in the ICAO 
MRTD Report. This glossary is not intended to be 
authoritative or definitive.

Chemical sensitizers Security reagents to guard against 
attempts at tampering by chemical erasure, such that irreversible 
colours develop when bleach and solvents come into contact with  
the document.

Comparison The process of comparing a biometric sample with  
a previously stored reference template or templates. See also 
“One-to-many” and “One-to-one.”

Contactless integrated circuit An electronic microchip 
coupled to an aerial (antenna) which allows data to be commu-
nicated between the chip and an encoding/reading device  
without the need for a direct electrical connection.

Counterfeit An unauthorized copy or reproduction of a genuine 
security document made by whatever means.

Database Any storage of biometric templates and related  
end user information. 

Data storage (Storage) A means of storing data on a document 
such as a MRP. Doc. 9303, Part 1, Volume 2 specifies that the data 
storage on an ePassport will be on a contactless integrated circuit. 

Digital signature A method of securing and validating 
information by electronic means.

Document blanks A document blank is a travel document that 
does not contain the biographical data and personalized details of a 
document holder. Typically, document blanks are the base stock 
from which personalized travel documents are created.

Duplex design A design made up of an interlocking pattern  
of small irregular shapes, printed in two or more colours and 
requiring very close register printing in order to preserve the 
integrity of the image.

embedded image An image or information encoded or concealed 
within a primary visual image.

end user A person who interacts with a biometric system 
to enroll or have their identity checked.

enrollment The process of collecting biometric samples from a 
person and the subsequent preparation and storage of biometric 
refe rence templates representing that person’s identity. 

enrollee A human being, i.e. natural person, assigned an MRTD by 
an issuing State or organization. 
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ePassport A Machine Readable Passport 

(MRP) containing a contactless integrated 

circuit (IC) chip within which is stored data 

from the MRP data page, a biometric 

measure of the passport holder and a 

security object to protect the data with Public 

Key Infrastructure (PKI) cryptographic 

technology, and which conforms to the 

specifications of Doc. 9303, Part 1.

extraction The process of converting a 

cap-tured biometric sample into biometric 

data so that it can be compared to a 

reference template. 

Failure to acquire The failure of a 

biometric system to obtain the ne cessary 

biometric to enroll a person.

Failure to enroll The failure of a biometric 

system to enroll a person. 

False acceptance When a biometric system 

incorrectly identifies an individual or incorrectly 

verifies an impostor against a claimed identity. 

False Acceptance Rate (FAR)  

The probability that a biometric system will 

incorrectly identify an individual or will fail to 

reject an impostor. The rate given normally 

assumes passive impostor attempts. The 

false acceptance rate may be esti mated as  

FAR = NFA / NIIA or FAR = NFA / NIVA where 

FAR is the false acceptance rate, NFA is the 

number of false accep tances, NIIA is the 

number of impostor identification attempts, 

and NIVA is the number of impostor 

verification attempts.

False match rate Alternative to “false 

acceptance rate;” used to avoid confusion in 

applications that reject the claimant if their 

biometric data matches that of an enrollee.  

In such applications, the concepts of 

acceptance and rejection are reversed, thus 

reversing the meaning of “false acceptance” 

and “false rejection.”

False non-match rate Alternative to 

“false rejection rate;” used to avoid confusion 

in applications that reject the claimant if their 

biometric data matches that of an enrollee.  

In such applications, the concepts of 

acceptance and rejection are reversed, thus 

reversing the meaning of “false acceptance” 

and “false rejection.”

False rejection When a biometric system 

fails to identify an enrollee or fails to verify 

the legitimate claimed identity of an enrollee. 

False Rejection Rate (FRR)  

The probability that a biometric system will 

fail to identify an enrollee or verify the 

legitimate claimed identity of an enrollee.  

The false rejection rate may be estimated  

as follows: FRR = NFR / NEIA or FRR = NFR / 

NEVA where FRR is the false rejection rate, 

NFR is the number of false rejections, NEIA is 

the number of enrollee identification attempts 

and NEVA is the number of enrollee veri-

fication attempts. This estimate assumes 

that the enrollee identification/verification 

attempts are representative of those for the 

whole population of enrollees. The false 

rejection rate normally excludes “failure to 

acquire” errors.

Fibres Small, thread-like particles embedded 

in a substrate during manufacture.

Fluorescent ink Ink containing material 

that glows when exposed to light at a specific 

wavelength (usually UV) and that, unlike 

phosphorescent material, ceases to glow 

immediately after the illuminating light  

source has been extinguished.

Forgery Fraudulent alteration of any part of 

the genuine document, e.g. changes to the 

biographical data or the portrait.

Front-to-back (see-through) register 
A design printed on both sides of the doc- 

ument or an inner page of the document 

which, when the page is viewed by transmitted 

light, forms an interlocking image.

Full frontal (facial) image A portrait of 

the holder of the MRP produced in accordance 

with the specifications established in Doc. 

9303, Part 1, Vo lume 1, Section IV, 7.

Gallery The database of biometric 

templates of persons previously enrolled, 

which may be searched to find a probe.

Global interoperability The capability of 

inspection systems (either manual or 

automated) in different States throughout  

the world to obtain and exchange data, to 

process data received from systems in other 

States, and to utilize that data in inspection 

operations in their respective States. Global 

inter operability is a major objective of the 

standardi zed specifica tions for placement  

of both eye readable and machine readable 

data in all ePassports.

Guilloche design A pattern of continuous  

fine lines, usually computer generated,  

and forming a unique image that can only  

be accurately re-originated by access to the 

equipment, software and parameters used  

in creating the original design.

Heat-sealed laminate A laminate designed 

to be bonded to the bio graphical data page of a 

passport book, or to a travel card or visa, by the 

application of heat and pressure.

Holder A person possessing an ePassport, 

submitting a biometric sample for verification or 

identification while claiming a legitimate or false 

identity. A person who interacts with a biometric 

system to enroll or have their identity checked.

Identification/Identify The one-to-many 

process of comparing a submitted biometric 

sample against all of the biometric reference 

templa tes on file to determine whether it 

matches any of the templates and, if so, the 

identity of the ePassport holder whose 

template was matched. The biometric system 

using the one-to-many approach is seeking  

to find an identity amongst a database rather 

than verify a claimed identity. Contrast  

with “Verification.” 

Identifier A unique data string used as  

a key in the biometric system to name a 

person’s identity and its associated 

attributes. An example of an identifier  

would be a passport number.

Identity The collective set of distinct 

personal and physical features, data and 

qualities that enable a person to be 

definitively identified from others. In a 

biometric system, identity is typically 



established when the person is registered in the system through 
the use of so-called “breeder documents” such as birth certificate 
and citizen ship certificate.

Image A representation of a biometric as typically captured via a 
video, camera or scanning device. For biometric purposes this is 
stored in digital form.

Impostor A person who applies for and obtains a document by 
assu ming a false name and identity, or a person who alters  
his physical appearance to represent himself as another person for 
the purpose of using that person’s document.

Infrared drop-out ink An ink which forms a visible image when 
illuminated with light in the visible part of the spectrum and which 
cannot be detected in the infrared region.

Inspection The act of a State examining an ePassport presented to 
it by a traveler (the ePassport holder) and verifying its authenticity. 

Intaglio A printing process used in the production of security 
documents in which high printing pressure and special inks are used to 
create a relief image with tactile feel on the surface of the document.

Issuing State The country writing the biometric to enable a 
receiving State (which could also be itself) to verify it. 

JPeG and JPeG 2000 Standards for the data compression of 
images, used particularly in the storage of facial images.

Laminate A clear material, which may have security features such 
as opti cally variable properties, designed to be securely bonded to the 
bio graphical data or other page of the document.

Laser engraving A process whereby images (usually personalized 
ima ges) are created by “burning” them into the substrate with a laser. 
The images may consist of both text, portraits and other security 
features and are of machine readable quality.

Laser-perforation A process whereby images (usually personalized 
ima ges) are created by perforating the substrate with a laser. The 
ima ges may consist of both text and portrait images and appear as 
positive ima ges when viewed in reflected light and as negative images 
when viewed in transmitted light.

Latent image A hidden image formed within a relief image which  
is composed of line structures which vary in direction and profile 
resulting in the hidden image appearing at predetermined viewing 
angles, most commonly achieved by intaglio printing.

LDS The Logical Data Structure describing how biometric data is to  
be written to and formatted in ePassports.

Live capture The process of capturing a biometric sample by an 
interaction between an ePassport holder and a biometric system. 

Machine-verifiable biometric feature A unique physical 
personal identification feature (e.g. an iris pattern, fingerprint or  

facial characteristics) stored on a travel document in a form that can 
be read and verified by machine.

Match/Matching The process of comparing a biometric sample 
against a previously stored template and scoring the level of similarity. 
A decision to accept or reject is then based upon whether this score 
exceeds the given threshold.

Metallic ink Ink exhibiting a metallic-like appearance.

Metameric inks A pair of inks formulated to appear to be the same 
colour when viewed under specified conditions, normally daylight 
illumination, but which are a mismatch at other wavelengths.

Microprinted text Very small text printed in positive and or negative 
form, which can only be read with the aid of a magnifying glass.

MRTD Machine Readable Travel Document, e.g. passport, visa or 
official document of identity accepted for travel purposes.

Multiple biometric The use of more than one biometric.

One-to-a-few A hybrid of one-to-many identification and one-to-one 
verification. Typically the one-to-a-few process involves comparing a 
submitted biometric sample against a small number of biometric 
refe rence templates on file. It is commonly referred to when matching 
against a “watch list” of persons who warrant detailed identity 
investigation or are known criminals, terrorists, etc.

One-to-many Synonym for “Identification.” 

One-to-one Synonym for “Verification.”

Operating system A programme which manages the various 
application programmes used by a computer.

Optically Variable Feature (OVF) An image or feature whose 
appearance in colour and/or design changes dependent upon the angle  
of viewing or illumination. Examples are: features including diffraction 
structures with high resolution (Diffractive Optically Variable Image Devi ce 
(DOVID), holograms, colour-shifting inks (e.g. ink with optically variable 
properties) and other diffractive or reflective materials.

Optional data capacity expansion technologies  
Data storage devi ces (e.g. integrated circuit chips) that may be added 
to a travel document to increase the amount of machine readable  
data stored in the document. See Doc. 9303, Part 1, Volume 2, for 
guidance on the use of these technologies.

Overlay An ultra-thin film or protective coating that may be applied to 
the surface of a biographical data or other page of a document in 
place of a laminate.

Penetrating numbering ink Ink containing a component that 
penetrates deep into a substrate.

Personalization The process by which the portrait, signature and 
bio graphical data are applied to the document.
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Phosphorescent ink Ink containing a 

pigment that glows when expo sed to light of a 

specific wavelength, the reactive glow 

remaining visible and then decaying after the 

light source is removed.

Photochromic ink An ink that undergoes 

a reversible colour change when exposed to  

UV light.

Photo substitution A type of forgery in 

which the portrait in a document is 

substituted for a different one after the 

document has been issued.

Physical security The range of security 

measures applied within the production 

environment to prevent theft and 

unauthorized access to the process.

PKI The Public Key Infrastructure methodology 

of enabling detection as to whether data in an 

ePassport has been tampered with.

Planchettes Small visible (fluorescent) or 

invisible fluorescent platelets incorporated 

into a document mat        erial at the time  

of its manufacture.

Probe The biometric template of the enrollee 

whose identity is sought to be established.

Rainbow (split-duct) printing  

A technique whereby two or more colours of 

ink are printed simultaneously by the same 

unit on a press to create a controlled merging  

of the colours similar to the effect seen in  

a rainbow. 

Random access A means of storing data 

whereby specific items of data can be 

retrieved without the need to sequence 

through all the stored data.

Reactive inks Inks that contain security 

reagents to guard against attempts at 

tampering by chemical erasure (deletion), 

such that a detec table reaction occurs when 

bleach and solvents come into contact with 

the document.

Read range The maximum practical 

distance between the contactless IC with  

its antenna and the reading device.

Receiving State The country reading the 

biometric and wanting to verify it.

Registration The process of making a 

person’s identity known to a biometric 

system, associating a unique identifier  

with that identity, and collecting and 

recording the person’s relevant  

attributes into the system. 

Relief (3-D) design (Medallion)  

A security background design incorporating 

an image generated in such a way as to 

create the illusion that it is embossed or 

debossed on the substrate surface.

Score A number on a scale from low  

to high, measuring the success that  

a biometric probe record (the person  

being searched for) matches a  

particular gallery record (a person 

previously enrolled).

Secondary image A repeat image of the 

holder’s portrait reproduced elsewhere in  

the document by whatever means.

Security thread A thin strip of plastic  

or other material embedded or partially 

embedded in the substrate during the paper 

manufactu ring process. The strip may be 

metallized or partially de-metallized.

Tactile feature A surface feature giving a 

distinctive “feel” to the document.

Tagged ink Inks containing compounds  

that are not naturally occurring substances 

and which can be detected using  

special equipment.

Template/Reference template Data 

which represent the biometric measurement 

of an enrollee used by a biometric system for 

comparison against subsequently submitted 

biometric samples.

Template size The amount of computer 

memory taken up by the biometric data.

Thermochromic ink An ink which 

under-goes a reversible colour change when  

the printed image is exposed to heat  

(e.g. body heat).

Threshold A “benchmark” score above 

which the match between the stored 

biometric and the person is considered 

acceptable or below which it is  

considered unacceptable.

Token image A portrait of the holder  

of the MRP, typically a full fron tal image,  

which has been adjusted in size to ensure  

a fixed distance bet ween the eyes. It may 

also have been slightly rotated to ensure 

that an imaginary horizontal line drawn 

between the centres of the eyes is  

parallel to the top edge of the portrait 

rectangle if this has not been achieved 

when the original portrait was taken or 

captured (see Section 2, 13 in this  

volume of Doc. 9303, Part 1). 

uV Ultraviolet light.

uV dull substrate A substrate that 

exhibits no visibly detectable fluorescence 

when illuminated with UV light.

Validation The process of demonstrating 

that the system under consideration  

meets in all respects the specification  

of that system. 

Variable laser image A feature generated 

by laser engraving or laser perforation 

displaying changing information or images 

depen dent upon the viewing angle.

Verification/Verify The process of 

comparing a submitted biome tric sample 

against the biometric reference template  

of a single enrol lee whose identity is  

being claimed, to determine whether it 

matches the enrollee’s template.  

Contrast with “Identification.”

Watermark A custom design, typically 

containing tonal gradation, formed in  

the paper or other substrate during its 

manufacture, crea ted by the displacement  

of materials therein, and traditionally 

viewable by transmitted light.

Wavelet Scalar Quantization  

A means of compressing data used 

particularly in relation to the storage  

of fingerprint images. 
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